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Multivariate (MQ) public key scheme: Fn
q → Fm

q

input x

x = (x1, . . . , xn)

x′

y′

output y

private: S

private: F

private: T

public :

P = T ◦ F ◦ S
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private: S

private: F

private: T

public :

P = T ◦ F ◦ S

�
��
linear

�
��
quadratic

�
��
linear

inverting P should be hard
- underlying NP-problem -

PoSSo

Post-Quantum secure

Matrix form: Public P - xᵀP(s)x
Private F - xᵀF(s)x
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MQ crypto
Prime Time

Interest seriously declines
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Solving Discrete Log � 2013/2014 Breakthroughs
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Post�Quantum Crypto ...Where have you been all this while?
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Research in MQ cryptography ?

Bad reputation due to break and patch history

But also...

UOV, HFEv- signatures - secure variants of Patarin's
schemes
Provably secure identi�cation scheme of Sakumoto et al.
QUAD - Provably secure stream cipher - Berbain et al.

More scrutiny needed

for understanding the security
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Crucial for the security of MQ schemes

MinRank

Underlays the security of

HFE, STS, Rainbow, ... and many more

Key-recovery attack

Equivalent keys/Good keys
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MinRank MR(n, r, k,M1, . . . ,Mk)

Input: n,m, r, k ∈ N, and M0,M1, . . . ,Mk ∈Mn×m(Fq).

Question: Find � if any � a k-tuple (λ1, . . . , λk) ∈ Fk
q such that:

Rank

(
k∑

i=1

λiMi −M0

)
6 r.

NP-hard, however

instances inMQ crypto are often easy
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Solving MinRank - Kernel Method [Courtois & Goubin '00]

randomly generate vectors x1, . . . ,x`

hope they are in the kernel of
∑k

i=1 λiMi −M0

guessed correctly with probability at least q−d
k
n er

the k-tuple (λ1, . . . , λk) ∈ Fk
q can be found by solvingx1,1 . . . x1,n

...
...

x`,1 . . . x`,n

 ·( k∑
i=1

λiMi −M0

)
= 0n×n.

where xi = (xi,1 . . . xi,n).

unique solution for ` = d kne

Complexity: O(q−d
k
n
erk3)
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Solving MinRank - Kipnis & Shamir '99

n (n− r) quadratic (bilinear) equations in r (n− r) + k variables1 x1,1 . . . x1,r
. . .

...
...

1 xn−r,1 . . . xn−r,r

 ·( k∑
i=1

λiMi −M0

)
= 0n×n.

Relinearization [KS99]

Gröbner bases [FLP08]

dreg 6 min(nX , nY ) + 1,

for bilinear system in X, Y blocks of variables of sizes nX , nY .

Complexity: O
((n+dreg

dreg

)ω)
(F5 algorithm [F02])

ntnu.no �nki.ukim.mk S. Samardjiska, Linear attacks inMQ cryptography



11

Solving MinRank - Kipnis & Shamir '99

n (n− r) quadratic (bilinear) equations in r (n− r) + k variables1 x1,1 . . . x1,r
. . .

...
...

1 xn−r,1 . . . xn−r,r

 ·( k∑
i=1

λiMi −M0

)
= 0n×n.

Relinearization [KS99]

Gröbner bases [FLP08]

dreg 6 min(nX , nY ) + 1,

for bilinear system in X, Y blocks of variables of sizes nX , nY .

Complexity: O
((n+dreg

dreg

)ω)
(F5 algorithm [F02])

ntnu.no �nki.ukim.mk S. Samardjiska, Linear attacks inMQ cryptography



11

Solving MinRank - Kipnis & Shamir '99

n (n− r) quadratic (bilinear) equations in r (n− r) + k variables1 x1,1 . . . x1,r
. . .

...
...

1 xn−r,1 . . . xn−r,r

 ·( k∑
i=1

λiMi −M0

)
= 0n×n.

Relinearization [KS99]

Gröbner bases [FLP08]

dreg 6 min(nX , nY ) + 1,

for bilinear system in X, Y blocks of variables of sizes nX , nY .

Complexity: O
((n+dreg

dreg

)ω)
(F5 algorithm [F02])

ntnu.no �nki.ukim.mk S. Samardjiska, Linear attacks inMQ cryptography



11

Solving MinRank - Kipnis & Shamir '99

n (n− r) quadratic (bilinear) equations in r (n− r) + k variables1 x1,1 . . . x1,r
. . .

...
...

1 xn−r,1 . . . xn−r,r

 ·( k∑
i=1

λiMi −M0

)
= 0n×n.

Relinearization [KS99]

Gröbner bases [FLP08]

dreg 6 min(nX , nY ) + 1,

for bilinear system in X, Y blocks of variables of sizes nX , nY .

Complexity: O
((n+dreg

dreg

)ω)
(F5 algorithm [F02])

ntnu.no �nki.ukim.mk S. Samardjiska, Linear attacks inMQ cryptography



12

Solving MinRank - Minors modeling [FLP08, FSS10]

Find (λ1, . . . , λk) ∈ Fk
q such that all the minors of size r + 1

of the matrix
∑k

i=1 λiMi −M0 are zero.

Solve a system of
(

n
r+1

)2
equations in k variables,

Less variables than the Kipnis-Shamir modeling but
equations of degree r.
Can be more e�cient (MinRank auth. scheme [FSS10])
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Equivalent Keys/Good Keys

P = T ◦ F ◦ S ⇔
P = T ◦ Σ−1︸ ︷︷ ︸ ◦Σ ◦ F ◦ Ω︸ ︷︷ ︸ ◦Ω−1 ◦ S︸ ︷︷ ︸ ⇔
P = T ′ ◦ F ′ ◦ S ′

Equivalent Keys - preserve all structure

Good Keys - preserve some structure
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Equivalent Keys/Good Keys

UOV

Equivalent Key for UOV
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Equivalent Keys/Good Keys

UOV

Good Keys for UOV
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A concrete example

Cryptanalysis of MQQ cryptosystems

MQQ-SIG
MQQ-ENC
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The MQQ family of cryptosystems

MQQ (Multivariate Quadratic Quasigroups) [GMK08]

Encryption scheme
The private F - quasigroup string transformations of MQQs

Quasigroup: q : Fd
q ×Fd

q → Fd
q

∀u, v ∈ Q,∃!x, y ∈ Q : q(u, x) = v, q(y, u) = v.

Direct algebraic attack using Gröbner bases
(small degree of regularity)
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The MQQ family of cryptosystems

MQQ-SIG [GØJPFKM11]

signature scheme
fastest on (eBACS) SUPERCOP
n/2 equations removed - measure against the attack
Recommended parameters: n ∈ {160, 192, 224, 256} for
security levels of 280, 296, 2112, 2128, respectively.

MQQ-ENC [GS12]

Encryption scheme
light use of minus modi�er
Left MQQs - less structure
Recommended parameters for security level of 2128:
(n, k, r) ∈ {(256, 1, 8), (128, 2, 4), (64, 4, 4), (32, 8, 1)}.
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The central map of the MQQ cryptosystems

The central F :

(f1, . . . , fd ) := q1(u, x1),
(fd+1, . . . , f2d) := q2(x1, x2),

...
...

(f(`−1)d+1, . . . , f`d) := q`(x`−1, x`).

u x1 x2 · · · xn/8−1 xn/8

y1 y2 · · · yn/8−1 yn/8

q1 q2 q3 qn/8−1

y1 y2 · · · yn/8−1 yn/8

u x1 x2 · · · xn/8−1 xn/8

q1\ q2\ q3\ qn/8−1\
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The central map of the MQQ cryptosystems

Q(s) =

x y︷ ︸︸ ︷ ︷ ︸︸ ︷

d d− s

q̂(x, y) := D·q(x,Dy·y+cy)+c

D, Dy ∈ GLd(F2k ),

c, cy � vectors of dimension d.

· · ·

· · ·

· · ·

...
...

...
...

f1 fd+1 f2d+1

f2 fd+2 f2d+2

fd f2d f3d

fn−d+1

fn−d+2

fn

The central map
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Crucial observation about the algebraic structure

P = T ◦ F ◦ S ⇔
[D · q(x,Dy · y + cy) + c]

P = T ◦ F ◦ S ⇔
[D · q(x,Dy · y)]

P = T · (In
d
⊗D) ◦ F ′ ◦ S ⇔

[q(x,Dy · y)]

P = T · (In
d
⊗D) ◦ F ′′ ◦ (In

d
⊗D−1y ) · S

[q(D−1y x, y) = q̃(x, y)]
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Crucial observation about the algebraic structure

Q(s) =

x y︷ ︸︸ ︷︷ ︸︸ ︷

d d− s

· · ·

· · ·

· · ·

.

.

.
.
.
.

.

.

.
.
.
.

f1 fd+1 f2d+1

f2 fd+2 f2d+2

fd f2d f3d

fn−d+1

fn−d+2

fn

q̃(x, y) The central map

ntnu.no �nki.ukim.mk S. Samardjiska, Linear attacks inMQ cryptography



23

A simpli�cation

Q(s) = −→

x y︷ ︸︸ ︷ ︷ ︸︸ ︷

d d− s

Q(s) =

x y︷ ︸︸ ︷ ︷ ︸︸ ︷

d s
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Key Recovery Attack

Algorithm 1 High Level Description � Key-Recovery Attack

Input: n− r public polynomials P in n variables.

for N := n down to r + 2 do

Consider that all public polynomials involve ≤ N variables.

Step N :

Find a good key (S
′
N , T

′
N ).

Transform the public key as P ← T
′
N ◦ P ◦ S

′
N ,

and if N < n remove the �rst polynomial from P.
end for;

Output: The equivalent key

S
′
= S

′
n ◦ · · · ◦ S

′
r+2 and T

′
= T

′
r+2 ◦ · · · ◦ T

′
n.
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Key Recovery Attack

Algorithm 1 High Level Description � Key-Recovery Attack

Input: n− r public polynomials P in n variables.

for N := n down to r + 2 do

Consider that all public polynomials involve ≤ N variables.

Step N :

Find a good key (S
′
N , T

′
N ).

Transform the public key as P ← T
′
N ◦ P ◦ S

′
N ,

and if N < n remove the �rst polynomial from P.
end for;

Output: The equivalent key

S
′
= S

′
n ◦ · · · ◦ S

′
r+2 and T

′
= T

′
r+2 ◦ · · · ◦ T

′
n.
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Finding a good key (S
′
n, T

′
n)

S · Ω =

n− 1 1

· Ω(1) 0

n− 1 1

=

n− 1 1

= S
′
.

Note that xn does not appear quadratically

⇒ We can take T
′
n = I

A good key S
′
n exists only if Snn 6= 0.

⇒ Randomization: P
(i)
rand := Sᵀ

randP
(i)Srand

Solve: (m(n− 1) linear equations in (n− 1) variables)

n∑
y=1

P
(k)
yj s
′
y,n = 0, ∀1 ≤ k ≤ m, 1 ≤ j < n.
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Applying MinRank (N < n)

Note that xN occurs quadratically
in at most one polynomial of F .

· · ·

· · ·

· · ·

.

.

.
.
.
.

.

.

.
.
.
.

f1 fd+1 f2d+1

f2 fd+2 f2d+2

fd f2d f3d

fn−d+1

fn−d+2

fn

⇒ We look for a linear combination P(k) + λP(1)

s.t. xN vanishes.

Find λ ∈ Fq such that Rank
(
P(k) + λP(1)

)
< N.
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Finding a good key (S
′
N , T

′
N)

S
′
N =

N−1 1

, T
′
N =

N−r−11

.

Theorem

s′ = (s′1,N , s
′
2,N , . . . , s

′
N−1,N , 1) and t

′
= (1, t

′
2,1, t

′
3,1, . . . , t

′
N−r+1,1) �

unknown vectors.
The solution of (k simultaneous MinRank problems)

s′
(
P(k) + t

′
k1P

(1)
)

= 01×N , ∀1 < k ≤ N − r + 1

gives the unknown columns of S
′
N , T

′
N .
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Finding a good key (S
′
N , T

′
N)

S
′
N =

N−1 1

, T
′
N =

N−r−11

.

Theorem (Equivalent):

Block matrices: P = [P(2)|P(3)| . . . |P(N−r+1)]N×N(N−r),

Pi = [0| . . . |0|P(1)|0| . . . |0]N×N(N−r), s
′, t
′
� unknown.

The solution of (one Rectangular MinRank problem)

Rank

(
P +

N−r+1∑
k=2

t
′
k1Pk

)
< N

gives the unknown columns of S
′
N , T

′
N .
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Algorithm 2: Key Recovery

Input: n− r public polynomials P in n variables.

for N := n down to r + 2 do
If N = n, set b = 0, otherwise set b = 1.

Step Rectangular MinRank(N)

Transform the public key: P ← T
′
N ◦ P ◦ S

′
N ,

If b = 1 remove the �rst polynomial from P.
end for;

Output: The equivalent keys S
′
= S

′
n ◦ · · · ◦ S

′
r+2 and T

′
= T

′
r+2 ◦ · · · ◦ T

′
n.
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Solving MinRank

Find λ ∈ Fq such that Rank
(
P(k) + λP(1)

)
< N.

Pitfalls over even characteristic �elds �
P(s) have always even rank

N is even: Rank
(
P(k) + λP(1)

)
≤ N − 2.

Rank
(
P(1)

)
≤ N − 1 and Rank

(
P(k)

)
≤ N − 1

unique solution λ

q solutions for the good key S
′
N .

N is odd: Rank
(
P(k) + λP(1)

)
< N trivially satis�ed

Rank
(
P(1)

)
≤ N − 1 and Rank

(
P(k)

)
≤ N − 1

every λ ∈ Fq

q solutions for the good key S
′
N (when rank defect is min.).
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Complexity of the Key Recovery Attack

Theorem:
Let q = O(n).

If there exists a pencil (P(1),P(i)) of rank defect at most 1, then, our

attack recovers a key equivalent to the secret-key in

O
(
nω+3

)
with probability 1− 1/q.
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Complexity of the Key Recovery Attack

independent of the �eld size

yet, still polynomial in the number of variables

Theorem:
If there exists a pencil (P(1),P(i)) of rank defect at most 1, and

if we assume that the corresponding kernels behave like random, then,

our attack recovers a key equivalent to the secret-key in

O(n3ω+1)

�eld operations with probability
(
1− 1

q

)(
1− 1

qn−3

)
.
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Theoretical Complexities

Table: Theoretical Key Recovery MQQ-ENC
(for claimed security of O(2128)).

2k k n r d Decryption Key Recovery

2 1 256 8 8 225 256.3

4 2 128 4 8 223 248.2

16 4 64 2 8 221 240.3

256 8 32 1 8 220 232.5

Table: Theoretical Key Recovery MQQ-SIG

Security n d Key Recovery

280 160 8 250.8

296 192 8 252.9

2112 224 8 254.7

2128 256 8 256.2
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Experimental Results MQQ-ENC

2k k n r d Key

Recovery

Key Recovery

Practical

Theoretical cycles sec dmax

2 1 64 8 8 240.3 243.4 5421 3

2 1 96 8 8 244.9 247.8 111844 3

4 2 64 4 8 240.3 243.7 6978 3

4 2 96 4 8 244.9 247.8 109258 3

4 2 128 4 8 248.2 250.6 787214 3

16 4 32 2 8 232.5 234.7 14 3

16 4 48 2 8 237.0 238.9 251 3

16 4 64 2 8 240.3 241.6 1783 3
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Experimental Results MQQ-SIG

n r d Key

Recovery

Key Recovery

Practical

Theoretical cycles sec dmax

64 32 8 240.3 240.1 560 3

96 48 8 244.9 243.2 4822 3

128 64 8 248.2 246.0 34376 3

160 80 8 250.8 248.0 120882 3
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Conclusion

MinRank - fundamental forMQ security

Our attack

Works over characteristic 2
Independent of the �eld size
Works regardless of the number of removed equations

Simultaneous MinRank
� a proper way to model MinRank in MQ crypto �
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Thank you for listening!

ntnu.no �nki.ukim.mk S. Samardjiska, Linear attacks inMQ cryptography


