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Outline

m MQ Public Key Cryptosystems

m The MinRank problem and applications in
MQ cryptography

m Recent Contributions - PKC ’15
(joint work with Jean-Charles Faugére, Danilo Gligoroski,
Ludovic Perret and Enrico Thomae)

m Cryptanalysis of MQQ cryptosystems
m Pitfalls of MinRank attacks
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Multivariate (MQ) public key scheme: F} — "

input x
z=(T1,...,2p)
private: Sl
2 public :
P=ToFoS

private: F

-—

/

<

private: ’Tl

output y
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Multivariate (MQ) public key scheme: F} — "

input x

|

I:(Il,...,xn)

private@ linear

2 public :

) P=ToFoS
privates quadratic

!

Y

rivate .
p @ linear

output y

Matrix form: Public P - 2TRE) z
Private F - 7§z
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Multivariate (MQ) public key scheme: F} — "

input x

|

I:(Il,...,xn)

private@ linear

2 public :

) P=ToFoS
privates quadratic

!

Y

rivate .
p @ linear

output y

Matrix form: Public P - 2TRE) z
Private F - 7§z

inverting P should be hard
- underlying NP-problem -
PoSSo
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Multivariate (MQ) public key scheme: F} — "

input x

|

I:(Il,...,xn)

private@ linear

2 public :

) P=ToFoS
privates quadratic

!

Y

rivate .
p @ linear

output y

Matrix form: Public P - 2TRE) z
Private F - 7§z

inverting P should be hard
- underlying NP-problem -
PoSSo

Post-Quantum secure
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MQ crypto

Constructions

I

Cryptanalysis

Prime Time

MIA [nvss] | 1985

i

0]

1995
[Bw]
oviren |

.
[200]

Quartz [PCGO1b]
Sflash [PCGo1a, CGP03] 1
‘ PMI |pino4), RSE(2)PKC [Ksoq] )

RSSE(2)PKC [KsS05s]

Rainbow [Dsos]

MIA and C* [psts]

Birational Permutation
[CSV93, Theds, CSV9T]

OV [ks9g]

| HFE [xs09, 03, Gssos, D10, Di11]

| RSE(2)PKC,RSSE(2)PKC [wapod|

Sflash [DFsso7]

Thomae 13




MQ crypto Constructions Cryptanalysis

Prime Time

I

MIA [nvss] | 1985

.
[130]
— MIA and C* [psts]
Birational Permutation [Sha93]
[CSV93, Theos, CSVe?]
1995
HFE [Pat96] Ej
OV [Patar] -
UOV [kpaeg] - ]| OV [kssg)

[ HFE [Ks, F303, G106, DG10, DH11]

Quartz [PCGO1b] @@
Sflash [PCGo1a, CGP03] 1

‘ PMI f”"‘"“l“'sl‘;;gf;éc Wsod 1" RSE(3)PKC,RSSE(Z)PKC warod
soss)| ]
- PMI [FGsos]
Sflash [DFsso7]

Thomae 13

Interest seriously declines B |O




Solving Discrete Log — 2013/2014 Breakthroughs

Bitlength ‘Who ‘When Complexity
127 Coppersmith 1984 1(1/3)
401 Gordon-McCurley 1992
512 Weber-Denny 1998
521 Joux-Lercier 2001
607 Thome 2001
613 Joux-Lercier 2005
556 Joux-Lercier 2006
676 Weber-Denny 2010
923 Hayashi et al. 2012
1175 Joux Dec 2012
1425 Joux Jan 2013
1778 Joux 11.02.2013 1(1/4)
1971 Gologlu et al. 19.02.2013
4080 Joux 22.03.2013
6120 Gologlu et al. 11.04.2013
6168 Joux 21.05.2013

Barbulescu et al. 18.06.2013 L)
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Solving Discrete Log — 2013/2014 Breakthroughs

Featured Research from universities, journals, and other organizations

New algorithm shakes up cryptography
Date: May 15,2014
Source: CNRS

Summary: Researchers have solved one aspect of the discrete logarithm problem.
This is considered to be one of the 'holy grails' of algorithmic number
theory, on which the security of many cryptographic systems used today
is based. They have devised a new algorithm that calls into question the
security of one variant of this problem, which has been closely studied
since 1976.

Lecur s I GomperSclocs olams 41, 201, pp 115

A Heuristic Quasi-Polynomial Algorithm
for Discrete Logarithm in Finite Fields of
Small Characteristic

Razvan Barbulescu, Pierrick Gaudry, Antoine Joux, Emmanuel Thomé




Post—Quantum Crypto ... Where have you been all this while?

& Events mailing list 5 Newsletter | Search.. yol
Search Website @ Standards

World Class Standards Standards  Technologies & Clusters ~Membership News & Events Services Committees & Portal ~ About

Upcoming Events ~ ETSI 2nd Quantum-Safe Grypto Workshop in partnership witt
GO 81 »

ETSI 2nd Quantum-Safe Crypto

e Workshop in partnership with the

Latest News |Qc

ETSI Newsletter

Recommended Events REGISTER

ETS1 Seminar B%% 6 -7 OCTOBER 2014 ADD THIS TO MY CALENDAR

Past Events

News & Events Contacts ’ THERE IS NO CHARGE FOR THIS EVENT

9 OTTAWA, CANADA EXPAND
ETSI, in partnership with the Institute for Quantum Computing 'é‘;‘i"““:‘:
(1QC), is pleased to invite you to the second IQC/ETSI Quantum-Safe Computing
Crypto Workshop. The event will be held in Ottawa, Canada, on 6th

- 7th October, 2014. This workshop will bring together the diverse
communities that will need to co-operate to standardize and deploy
the next-generation cryptographic infrastructure, in particular, one
that will be secure against emerging quantum computing

technologies. E
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Post—Quantum Crypto ... Where have you been all this while?

NIST NIST Time | NIST Home | About NIST | Contad

-

Information Technology Laboratory LLRY

About ITL ¥ Publications Topic/Subject Areas ¥ Prbd[lcts/Services ¥ News/Multimedid

NIST Home > ITL > Computer Security Division > Cryptographic Technology Group > Workshop on (

Workshop on Cybersecurity in a Post-Quantum World

Purpose:

The advent of practical quantum computing will break all commonly used public key
cryptographic algorithms. In response, NIST is researching cryptographic algorithms for
public key-based key agreement and digital signatures that are not susceptible to
cryptanalysis by quantum algorithms. NIST is holding this workshop to engage academic,
industry, and government stakeholders. This workshop will be co-located with the 2015
International Conference on Practice and Theory of Public-Key Cryptography,




Research in MQ cryptography ?

m Bad reputation due to break and patch history
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Research in MQ cryptography ?

m Bad reputation due to break and patch history

m But also...
m UOV, HFEv- signatures - secure variants of Patarin’s
schemes
m Provably secure identification scheme of Sakumoto et al.
m QUAD - Provably secure stream cipher - Berbain et al.
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Research in MQ cryptography ?

m Bad reputation due to break and patch history

m But also...

m UOV, HFEv- signatures - secure variants of Patarin’s
schemes

m Provably secure identification scheme of Sakumoto et al.

m QUAD - Provably secure stream cipher - Berbain et al.

More scrutiny needed
for understanding the security
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Crucial for the security of MQ schemes

MinRank

m Underlays the security of
m HFE, STS, Rainbow, ... and many more
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Crucial for the security of MQ schemes

MinRank

m Underlays the security of
m HFE, STS, Rainbow, ... and many more

m Key-recovery attack
m Equivalent keys/Good keys
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MinRank MR(n,r k, M, ..., M)

Input: n,m,r, k € N, and My, M1,..., My € Myum(Fy).
Question: Find — if any — a k-tuple (A1,..., ;) € IE"; such that:

k
Rank (Z )\z Mz — MQ) <.

i=1
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MinRank MR(n,r k, M, ..., M)

Input: n,m,r, k € N, and My, M1,..., My € Myum(Fy).
Question: Find — if any — a k-tuple (A1,..., ;) € IE"; such that:

k
Rank (Z )\z Mz — MQ) <.

i=1

m NP-hard, however

m instances in MQ crypto are often easy
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Solving MinRank - Kernel Method [Courtois & Goubin ’00]

m randomly generate vectors xi,...,Xy
m hope they are in the kernel of Zle i M; — Mg

m the k-tuple (A1,..., ) € Ff; can be found by solving

X1,1 T1,n k

Tp1 .- Ton i=1

where x; = (zi1...%in).
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Solving MinRank - Kernel Method [Courtois & Goubin ’00]

m randomly generate vectors xi,...,Xy
m hope they are in the kernel of Zle i M; — Mg

m the k-tuple (A1,..., ) € Ff; can be found by solving

X1,1 T1,n k

Tp1 .- Ton i=1

where x; = (zi1...%in).

m unique solution for / = [f‘ﬂ

ntnu.no ﬁnki.ulé'\m.mk S. S .rdjiska, Linear attacks in MQ



Solving MinRank - Kernel Method [Courtois & Goubin ’00]

m randomly generate vectors xi,...,Xy
m hope they are in the kernel of Zle i M; — Mg
m guessed correctly with probability at least q_(%w"'
m the k-tuple (A1,..., ) € Ff; can be found by solving

X1,1 T1,n k

Tp1 .- Ton i=1

where x; = (21 ...Zin).

m unique solution for / = [f‘ﬂ
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Solving MinRank - Kernel Method [Courtois & Goubin ’00]

m randomly generate vectors xi,...,Xy
m hope they are in the kernel of Zle i M; — Mg
m guessed correctly with probability at least q_(%w"'
m the k-tuple (A1,..., ) € Ff; can be found by solving

11 .- Tinm k

Te1l .- Ton =1

where x; = (21 ...Zin).

m unique solution for / = [f‘ﬂ

Complexity: O(q»1"k3)
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Solving MinRank - Kipnis & Shamir 99
n (n — r) quadratic (bilinear) equations in r (n — r) + k variables

1 Z1,1 e X1,r

k
. Z)\z Mz _MO = 0n><n-

1 Tpr1 -0 Tprp =1
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Solving MinRank - Kipnis & Shamir 99
n (n — r) quadratic (bilinear) equations in r (n — r) + k variables

1 Z1,1 e X1,r

k
: Z)\z Mz _MO = 0n><n-

1 Tpr1 -0 Tprp =1

m Relinearization [KS99]
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Solving MinRank - Kipnis & Shamir 99

n (n — r) quadratic (bilinear) equations in r (n — r) + k variables

k
: <Z )\z M; — MO) = Onxn-
=1

1 Z1,1 e X1,r

1 Tpr1 -0 Tprp

m Relinearization [KS99]
m Grobner bases [FLPOS]

dreg < min(ny,ny) + 1,

for bilinear system in X, Y blocks of variables of sizes nx,ny.

® 10
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Solving MinRank - Kipnis & Shamir 99
n (n — r) quadratic (bilinear) equations in r (n — r) + k variables

1 T1a ... Tiy !

1 Tpr1 -0 Tprp =1

m Relinearization [KS99]
m Grobner bases [FLPOS]

dreg < min(ny,ny) + 1,
for bilinear system in X, Y blocks of variables of sizes nx,ny.
Complexity: O ((”;ﬁ’:g)w) (F5 algorithm [F02])

® 10
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Solving MinRank - Minors modeling [FLP08, FSS10]

m Find (A1,...,Ax) € F¥ such that all the minors of size r + 1
of the matrix Zle i M; — My are zero.

n
r+1
m Less variables than the Kipnis-Shamir modeling but

equations of degree 7.

m Can be more efficient (MinRank auth. scheme [FSS10])

m Solve a system of ( )2 equations in k variables,

ntnu.no finki.u 1\5'\111 .mk



Equivalent Keys/Good Keys

P = ToFoS &

P = ToX loYoFoNoN 'oS &
—_—— e —
P = 7 o F o &

m Equivalent Keys - preserve all structure

m Good Keys - preserve some structure
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Equivalent Keys/Good Keys

Uuov i i
Y e Xy Dy
T
;¢ vinegar variables
SR = T
0 4 oil variables
xll,
—U T U ——— 11— U 1
Q) 0 v S ‘ S@ | v ‘ s/ | v
ol.5= ‘ : 3 r 3 =g
Q2 0B | m SB) i g |'m 0 m
‘ 1 ] 1 ‘ !

Equivalent Key for UOV
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Equivalent Keys/Good Keys

Uuov

A= U | =] g(k*):m

=] N\ = s
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A concrete example

m Cryptanalysis of MQQ cryptosystems

= MQQ-SIG
= MQQ-ENC
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The MQQ family of cryptosystems

m MQQ (Multivariate Quadratic Quasigroups) [GMKO08§|

m Encryption scheme
m The private F - quasigroup string transformations of MQQs
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The MQQ family of cryptosystems

m MQQ (Multivariate Quadratic Quasigroups) [GMKO08§|
m Encryption scheme
m The private F - quasigroup string transformations of MQQs
Quasigroup: q: ]FZ X FZ — Fg

Vu,7€ Q,3Z,5€Q: q(u,z)=v, q(y,u)="7.
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The MQQ family of cryptosystems

m MQQ (Multivariate Quadratic Quasigroups) [GMKO08§|
m Encryption scheme
m The private F - quasigroup string transformations of MQQs
Quasigroup: q: ]FZ X IFZ — Fg

Vu,7€ Q,3Z,5€Q: q(u,z)=v, q(y,u)="7.

m Direct algebraic attack using Grébner bases
(small degree of regularity)

ntnu.no ﬁnki.uléi\m.mk



The MQQ family of cryptosystems

= MQQ-SIG [GOJPFKM11]

m signature scheme

fastest on (eBACS) SUPERCOP

n/2 equations removed - measure against the attack
Recommended parameters: n € {160,192,224 256} for
security levels of 280, 296, 9112/ 9128 " respectively.
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The MQQ family of cryptosystems

= MQQ-SIG [GOJPFKM11]

m signature scheme

fastest on (eBACS) SUPERCOP

n/2 equations removed - measure against the attack
Recommended parameters: n € {160,192,224 256} for
security levels of 280, 296, 9112/ 9128 " respectively.

= MQQ-ENC [GS12]

Encryption scheme

light use of minus modifier

Left MQQs - less structure

Recommended parameters for security level of

(n,k,7) € {(256,1,8), (128,2,4), (64,4, 4), (32,8,1)}.

2128.
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The central map of the MQQ cryptosystems

The central F:

(f17 L fd) = Ch(ﬂ,fl),
(fa+1s vy Joa) = q2(T1, T2),
(fie=1)d+15 7 fea) = Qz(T‘zq,@).
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The central map of the MQQ cryptosystems

T Y
Vet W
Q) = |
d d—s

q(T~y) = Dq(jv D.U'g—"_ﬁll)—i_E

D, D, € GLq(Fyx),
¢, ¢y — vectors of dimension d.
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The central map of the MQQ cryptosystems

L - pEr I

% f1 Ja+1 Jad+1 Jrn—d+1
Q(s) = : ‘ .
\ = | (m]. [

—_—— fo fai2 faar2 Jn—d+2

2= Dt Dy |- [
fa Jad Fad 7.

The central map

D, D, € GLq(Fq),
¢, ¢y — vectors of dimension d.

ntnu.no ﬁnki.uléi\m.mk



Crucial observation about the algebraic structure
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Crucial observation about the algebraic structure




Crucial observation about the algebraic structure

P = T ° F o S &
[D-q(Z,Dy-y+7¢y) +7

P = T o F ) S &
[D-q(z,Dy - 7)]
P = T-(I% ®D) o F! o S ad
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Crucial observation about the algebraic structure
P = T ° F o S &
[D-q(z,D,-y+¢,)+7

P = T o F o S &
[D-q(z, Dy - 7)]
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Crucial observation about the algebraic structure

FEF
f1 Ja+1 Jad+1 Frn—d+1
FBE
T Yy

f2 Ja+2 JF2d+2 Jn—d+2
Q) — ' : T ?
|- |
d d—'s fa fad f3d fn

i@, 9y) The central map

r attacks in MQ
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A simplification

— 06 =

06 =

|
I
|
|
|
|
———|- - =
I




Key Recovery Attack

Algorithm 1 High Level Description — Key-Recovery Attack

Input: n — r public polynomials P in n variables.

for N :=n down to r + 2 do
Consider that all public polynomials involve < N variables.
Step N: o
Find a good key (Sy,Ty).
Transform the public key as P < Ty o P 0 S,

and if N < n remove the first polynomial from P.
end for;

Output: The equlvalent key
=/
S—S o- oSr+2andT—Tr+2o -oT,.
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Key Recovery Attack

Algorithm 1 High Level Description — Key-Recovery Attack

Input: n — r public polynomials P in n variables.

for N :=n down to r + 2 do
Consider that all public polynomials involve < N variables.
Step N: o
Find a good key (Sy,Ty).
Transform the public key as P < Ty o P 0 S,

and if N < n remove the first polynomial from P.
end for;

Output: The equlvalent key
=/
S—S o- oSr+2andT—TT+2o -oT,.
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!

Finding a good key (S T:,l)

n?

—n — bl — b — b

: =

oy
)
I
=
I
[
nn

m Note that x,, does not appear quadratically
= We can take T:l =1
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Finding a good key (S T, )

n?

—n — bl — b — b

—/

?0— =S

oy
o)
I
=
|

m Note that x,, does not appear quadratically
—/
= We can take T',, =1

m A good key 5, exists only if S, # O

= Randomization: ‘Brm I Smnd I
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Finding a good key (S T, )

n?

—n — bl — b — b

—/

=7

oy
o)
I
=
[en)
I

m Note that x,, does not appear quadratically
= We can take T:l =1
m A good key 5, exists only if S, # O
= Randomization: ;and Smnd DS, and
m Solve: (m(n — 1) linear equations in (n — 1) variables)

Zm(’“)’ =0, VI<k<m,1<j<n.

Yy "yn

" @ 10
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Applying MinRank (N < n)

Note that xn occurs quadratically
in at most one polynomial of F.

f fat1 faay1 fn—dt1
f2 Jatz Jad+2 Sn—d+2
fa foa f3d fn




Applying MinRank (N < n) mm :

fi fat1 f2d+1 fr—d+1
Note that xn occurs quadratically Hﬂ R S

in at most one polynomial of F. 3 Tavz oz Tomara

= (8] [

fa foa f3a fn

= We look for a linear combination B*) + xpd)
s.t. z vanishes.
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Applying MinRank (N < n) mm :

fi fav1 f2d+1 fr—d+1
Note that xn occurs quadratically Hﬂ H:

in at most one polynomial of F. 3 Tavz oz Tomara

5 5] [

fa foa f3a fn

= We look for a linear combination B*) + xpd)
s.t. z vanishes.

Find ) € F, such that Rank (P* + ApW) < N.

ntnu.no ﬁnki.uléi\m.mk



Finding a good key (Sy,Ty)

— N — 11— 4N — 1 — 1

Sy 5 | Th

Theorem

— — - - —r - = —r
5 = (@ S9N snoans ) and & = (1,y 1,854, tn_py1 1) —
unknown vectors.
The solution of (k simultaneous MinRank problems)

4 (q@““) +%;1q3<1>) — Oy, VI<k<N—r+1

gives the unknown columns of Sy, Ty

tnu.no finki léi\m.mk S. Se rdjisk inear attacks in MQ



Finding a good key (Sy,Ty)

— N — 11— 4N — 1 — 1

— ] — |
SN T

Theorem (Equivalent):

Block matrices: B = [P [PE| . [PE D]y nviv_p,
Pi = [0]...[0[BD10]... [0l yxn(n_r), T, T — unknown.

The solution of (one Rectangular MinRank problem)
N—r+1
Rank (qs + ) t;lqsk,> <N
k=2

gives the unknown columns of Sy, Ty

ntnu.no ﬁnki.uléi\m.mk S. Samardjiska, Linear attacks in MQ



Algorithm 2: Key Recovery

Input: n — 7 public polynomials P in n variables.
for N :=n down to r+2 do
If N =n, set b =0, otherwise set b = 1.
Step Rectangular MinRank(N)
Transform the public key: P «+ T?V oPo §§V,
If b =1 remove the first polynomial from P.

end for;

Output: The equivalent keys S = g; 0. o§;+2 and T' = T’H_Q o OT;.

no finki .uléi\m.mk



Solving MinRank
Find ) € F, such that Rank (P*) + A@pH) < N.

Pitfalls over even characteristic fields —
B) have always even rank
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Solving MinRank
Find ) € F, such that Rank (P*) + A@pH) < N.

Pitfalls over even characteristic fields —
B) have always even rank

m N is even: Rank (‘B(k) + /\‘B(l)) <N -—-2.

m Rank (P1) < N — 1 and Rank (V) < N -1
m unique solution A
m ¢ solutions for the good key Sy .
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Solving MinRank
Find ) € F, such that Rank (P*) + A@pH) < N.

Pitfalls over even characteristic fields —
B) have always even rank

m N is even: Rank (‘B(k) + /\‘B(l)) <N -—-2.

m Rank (P1) < N — 1 and Rank (V) < N -1
m unique solution A
m ¢ solutions for the good key Sy .

= N is odd: Rank (P*) + APW) < N trivially satisfied
m Rank (P) < N — 1 and Rank (P*) <N -1
mevery A € F,
m ¢ solutions for the good key ?;\, (when rank defect is min.).

10
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Complexity of the Key Recovery Attack

Theorem:

Let ¢ = O(n).

If there exists a pencil (PP, PB@) of rank defect at most 1, then, our
attack recovers a key equivalent to the secret-key in

O (n““)

with probability 1 —1/q.
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Complexity of the Key Recovery Attack

m independent of the field size

m yet, still polynomial in the number of variables
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Complexity of the Key Recovery Attack

m independent of the field size

m yet, still polynomial in the number of variables

Theorem:
If there exists a pencil () P@)) of rank defect at most 1, and

if we assume that the corresponding kernels behave like random, then,
our attack recovers a key equivalent to the secret-key in

O(naw-H)

field operations with probability (1 — %) (1- qnl,g).

ntnu.no ﬁnki.uléi\m.mk



Theoretical Complexities

Table: Theoretical Key Recovery MQQ-ENC
(for claimed security of O(2128)).

2k k| n |r|d| Decryption | Key Recovery
1(256(8|8 225 256.3

4 |2(128(4]8 223 248.2

16 |4| 64 |28 221 2403

256 (8] 32 |18 220 2325

Table: Theoretical Key Recovery MQQ-SIG

Security | n |d || Key Recovery
280 11608 2508
996 19218 252.9
ol12 9948 954.7
9128 256 | 8 956.2 B IO
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Experimental Results MQQ-ENC

2Kkl n |rld Key Key Recovery
Recovery Practical
Theoretical cycles sec dmax
21|64 [8(8 240.3 243.4 5421 3
201]96 |88 244.9 2478 111844 3
4 2] 64 4|8 240.3 243.7 6978 3
412|196 (48 244.9 2478 109258 3
412]128]418 2482 250.6 787214 3
16432 (2|8 232:5 234.7 14 3
16 |4| 48 |28 237.0 238.9 251 3
16[4| 64 |28 240.3 241.6 1783 3
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Experimental Results MQQ-SIG

nlrld Key Key Recovery
Recovery Practical
Theoretical cycles sec dmax
64 (328 2403 240.1 560 3
96 |48 |8 244.9 2432 4822 3
128 (64 |8 248.2 246.0 34376 3
160 (80 |8 2508 248.0 120882 3
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Conclusion

m MinRank - fundamental for MQ security
m Our attack

m Works over characteristic 2
m Independent of the field size
m Works regardless of the number of removed equations
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Conclusion

m MinRank - fundamental for MQ security
m Our attack

m Works over characteristic 2
m Independent of the field size
m Works regardless of the number of removed equations

Simultaneous MinRank
— a proper way to model MinRank in MQ crypto —




Thank you for listening!
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