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Contributions

m Cryptanalysis of MQQ cryptosystems

= MQQ-SIG
= MQQ-ENC

m Pitfalls of MinRank and Good Keys attacks

m Even characteristic fields
m Complexity bounds independent of the field size
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Multivariate (MQ) public key scheme: F} — "

input x

l

z=(T1,...,2p)

private: S

-—

' public :
P=ToFoS

8

private: F

-—

/

<

private: ’Tl

output y
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Multivariate (MQ) public key scheme: F} — "

input x

|

I:(Il,...,xn)

private@ linear

2 public :

) P=ToFoS
privates quadratic

!

Y

rivate .
p @ linear

output y

Matrix form: Public P - 2TRE) z
Private F - 7§z
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Multivariate (MQ) public key scheme: F} — "

input x

|

I:(Il,...,xn)

private@ linear

2 public :

) P=ToFoS
privates quadratic

!

Y

rivate .
p @ linear

output y

Matrix form: Public P - 2TRE) z
Private F - 7§z

inverting P should be hard
- underlying NP-problem -
PoSSo

Post-Quantum secure
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Crucial for the security of MQ schemes

m MinRank
m Equivalent keys/Good keys
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Crucial for the security of MQ schemes

m MinRank
m Equivalent keys/Good keys

Underlay the security of
m HFE, STS, Rainbow, ... and many more
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MinRank MR(n,r k, M, ..., M)

Input: n,m,r, k € N, where n < m and
M07M17 s 7Mk € Mnxm(Fq)
Question: Find — if any — a k-tuple (A1,...,\x) € F’; \ {(0,0,...,0)}

such that: .
Rank <Z /\z Mz — M()) <.

i=1
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MinRank MR(n,r k, M, ..., M)

Input: n,m,r, k € N, where n < m and
MO; M17 s 7Mk € Mnxm(Fq)
Question: Find — if any — a k-tuple (A1,...,\x) € F’; \ {(0,0,...,0)}

such that: .
Rank (Z /\z Mz — M0> <.

i=1

Kipnis-Shamir Modeling:

]_ 1’171 xlﬂ" k

i=1
1 Tpr1 oo Tpopy

)
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Equivalent Keys/Good Keys

P = ToFoS &

P = ToX loYoFoNoN 'oS &
—_—— e —
P = 7 o F o &

m Equivalent Keys - preserve all structure

m Good Keys - preserve some structure

tnu.no finki léi\m.mk



Equivalent Keys/Good Keys

Uuov i i
Y e Xy Dy
T
;¢ vinegar variables
SR = T
0 4 oil variables
xll,
—U T U ——— 11— U 1
Q) 0 v S ‘ S@ | v ‘ s/ | v
ol.5= ‘ : 3 r 3 =g
Q2 0B | m SB) i g |'m 0 m
‘ 1 ] 1 ‘ !

Equivalent Key for UOV
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Equivalent Keys/Good Keys

Uuov

0 0
A= U | M= N0 5k =
0 0 i
0 0
0 0
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The MQQ family of cryptosystems

m MQQ (Multivariate Quadratic Quasigroups) [GMKO08§|

m Encryption scheme
m The private F - quasigroup string transformations of MQQs
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The MQQ family of cryptosystems

m MQQ (Multivariate Quadratic Quasigroups) [GMKO08§|

m Encryption scheme
m The private F - quasigroup string transformations of MQQs

Quasigroup: q: ]FZ X FZ — Fg

Vu,7€ Q,3Z,5€Q: q(u,z)=v, q(y,u)="7.
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The MQQ family of cryptosystems

m MQQ (Multivariate Quadratic Quasigroups) [GMKO08§|
m Encryption scheme
m The private F - quasigroup string transformations of MQQs
Quasigroup: q: ]FZ X IFZ — Fg

Vu,7€ Q,3Z,5€Q: q(u,z)=v, q(y,u)="7.

m Direct algebraic attack using Grébner bases
(small degree of regularity)

® 10
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The central map of the MQQ cryptosystems

The central F:

(f1, ey fa) = (T, T),
(fa+1s coey fad) = q2(T1, T2),

(f—vyati, -5 fea) == qe(Tp_1,T0).




The MQQ family of cryptosystems

= MQQ-SIG [GOJPFKM11]

m signature scheme

fastest on (eBACS) SUPERCOP

n/2 equations removed - measure against the attack
Recommended parameters: n € {160,192,224 256} for
security levels of 280, 296, 9112/ 9128 " respectively.
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The MQQ family of cryptosystems

= MQQ-SIG [GOJPFKM11]

m signature scheme

fastest on (eBACS) SUPERCOP

n/2 equations removed - measure against the attack
Recommended parameters: n € {160,192,224 256} for
security levels of 280, 296, 9112/ 9128 " respectively.

= MQQ-ENC [GS12]

Encryption scheme

light use of minus modifier

Left MQQs - less structure

Recommended parameters for security level of

(n,k,7) € {(256,1,8), (128,2,4), (64,4, 4), (32,8,1)}.

2128.

® 10
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The Left MQQs in MQQ-ENC (MQQ-SIG)

q=(q1,92,...,9a) 1 Fot = Fh

Zz Y
s = ps(ys) + Z CMEJ)‘Z‘Z‘JS]’ P ——
1<i,j<d |
+ Z ﬂz ¥ YiY; + Z ’Y’L N 'T'Ly] :
s<i,j<d 1<i<d,s<j<d Q(s) — :
I
L T Sy S I _
1<i<d s<i<d |
— —>
d d—s

where p,(ys) € {aVys, a1y},
for all s,1 <s<d.

q(7,y) =D -q(z,Dy, -y +7¢,) +¢

D, D, € GL4(F4r), ¢, ¢, — vectors of dimension d.

ska, A Polynomial-Time Key:

ntnu.no ﬁnki.uléi\m.mk



Crucial observation about the algebraic structure
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Crucial observation about the algebraic structure
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Crucial observation about the algebraic structure

P = T-(I%®D) o F' o S &
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Crucial observation about the algebraic structure
P = T ° F o S &
[D-q(z,D,-y+¢,)+7

P = T o F o S &
[D-q(z, Dy - 7)]

, A Polynomial-Time Key-Recover,



Crucial observation about the algebraic structure

FEF
f1 Ja+1 Jad+1 Frn—d+1
FBE
T Yy

f2 Ja+2 JF2d+2 Jn—d+2
Q) — ' : T ?
|- |
d d—'s fa fad f3d fn

i@, 9y) The central map

tnu.no finki léi\m.mk



A simplification

06 =

|
I
|
|
|
|
———|- - =
I




Key Recovery Attack

Algorithm 1 High Level Description — Key-Recovery Attack

Input: n — r public polynomials P in n variables.

for N :=n down to r + 2 do
Consider that all public polynomials involve < N variables.
Step N: o
Find a good key (Sy,Ty).
Transform the public key as P < Ty o P 0 S,

and if N < n remove the first polynomial from P.
end for;

Output: The equlvalent key
=/
S—S o- oSr+2andT—Tr+2o -oT,.
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Key Recovery Attack

Algorithm 1 High Level Description — Key-Recovery Attack

Input: n — r public polynomials P in n variables.

for N :=n down to r + 2 do
Consider that all public polynomials involve < N variables.
Step N: o
Find a good key (Sy,Ty).
Transform the public key as P < Ty o P 0 S,

and if N < n remove the first polynomial from P.
end for;

Output: The equlvalent key
=/
S—S o- oSr+2andT—TT+2o -oT,.
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!

Finding a good key (S T:,l)

n?

—n — bl — b — b

: =

oy
)
I
=
I
[
nn

m Note that x,, does not appear quadratically
= We can take T:l =1
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Finding a good key (S T, )

n?

—n — bl — b — b

oy
)
I
=
[en)
I
[
“l

m Note that x,, does not appear quadratically
= We can take T:l =1

m A good key 5, exists only if S, # O
= Randomization: ‘Brm 0 =S @8, ana
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Finding a good key (S T, )

n?

—n — bl — b — b

oy
o)
I
2
I

0 -3

m Note that x,, does not appear quadratically
= We can take T:l =1

m A good key 5, exists only if S, # O

= Randomization: ‘}3 =87 PBDS, na

rand -

m Solve: (m(n — 1) linear equations in (n — 1) variables)

Zm(’“)’ =0, VI<k<m,1<j<n.

Yy "yn
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Applying MinRank (N < n)

Note that xn occurs quadratically
in at most one polynomial of F.

L EB R
1 Ja+1 Jod+1 fnL—d+1

||
J2 Ja+2 Jod+2 Jn—d+2

||
Jd Jad J3d Jn




Applying MinRank (N < n) EE

r-A
J1 Ja+1 Jad+1 Jn—d+1

EINF
Note that xn occurs quadratically B]
in at most one polynomial of F. T2 Jave J2d vz Fn—d+2
8] [x

Ja J2a J3d Jn

= We look for a linear combination *) + xp®)
s.t. xn vanishes.

tnu.no finki léi\m.mk



Applying MinRank (N < n) w

J1 Jat1 Jad+1 Jn—d+1

T .
Note that xn occurs quadratically i EB ‘LB]
in at most one polynomial of F. T2 fa+2 fad+2 Jn—dt2

Jd Jad J3d Jn

= We look for a linear combination *) + xp®)
s.t. xn vanishes.

Find A € F, such that Rank (P* + ApL)) < N.
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Finding a good key (Sy,Ty)

— N — 11— 4N — 1 — 1

Sy 5 | Th

Theorem

— — - - —r - = —r
5 = (@ S9N snoans ) and & = (1,y 1,854, tn_py1 1) —
unknown vectors.
The solution of (k simultaneous MinRank problems)

4 (q@““) +%;1q3<1>) — Oy, VI<k<N—r+1

gives the unknown columns of Sy, Ty
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Finding a good key (Sy,Ty)

— N — 11— 4N — 1 — 1

Sy = | Tw

Theorem (Equivalent):

Block matrices: B = [P [PE| . [PE D]y nviv_p,
Pi = [0]...[0[BD10]... [0l yxn(n_r), T, T — unknown.

The solution of (one Rectangular MinRank problem)
N—r+1
Rank (qs + ) t;lqsk) <N
k=2

gives the unknown columns of Sy, Ty

® 10
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Algorithm 2: Key Recovery

Input: n — 7 public polynomials P in n variables.
for N :=n down to r+2 do
If N =n, set b =0, otherwise set b = 1.
Step Rectangular MinRank(N)
Transform the public key: P «+ T?V oPo §§V,
If b =1 remove the first polynomial from P.

end for;

Output: The equivalent keys S = g; 0. OEIH_Q and T' = T’H_Q o OT;.
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Complexity of the Key Recovery Attack

Find ) € F, such that Rank (P*) + A@pH) < N.
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Complexity of the Key Recovery Attack
Find ) € F, such that Rank (P*) + A@pH) < N.

Pitfalls over even characteristic fields —
B() have always even rank

m N is even: Rank (‘B(k) + /\‘B(l)) <N -—2.

m Rank (P1) < N — 1 and Rank (W) < N -1
m unique solution A
m ¢ solutions for the good key Sy .
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Complexity of the Key Recovery Attack
Find ) € F, such that Rank (P*) + A@pH) < N.

Pitfalls over even characteristic fields —
B() have always even rank

m N is even: Rank (‘B(k) + /\‘B(l)) <N -—2.

m Rank (P1) < N — 1 and Rank (W) < N -1
m unique solution A
m ¢ solutions for the good key Sy .

= N is odd: Rank (P*) + APW) < N trivially satisfied
m Rank (P) < N — 1 and Rank (P*) <N -1
mevery A € F,
m ¢ solutions for the good key ?;\, (when rank defect is min.).

10
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Complexity of the Key Recovery Attack

A pencil (4, B) € IFéV X ]Ff]V is generic if the rank defect is at most 1.
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Complexity of the Key Recovery Attack

A pencil (4, B) € IFéV X ]Ff]V is generic if the rank defect is at most 1.

Theorem:

Let PO, PW=r+1) e FN>*N g = O(n).

If 3i, 2 <4 < (N —7r+1) such that (1) P®) is generic, then, our
attack recovers a key equivalent to the secret-key in

O(nw+3)

with probability 1 —1/q.

® 10
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Complexity of the Key Recovery Attack

m independent of the field size

m polynomial in the number of variables
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Complexity of the Key Recovery Attack

m independent of the field size

m polynomial in the number of variables

Theorem:

Let M, ... PNt ¢ FI>N,

If 3i, 2 <4 < (N —7r+1) such that (B1) PH) is generic, and

if we assume that the corresponding kernels behave like random, then,
our attack recovers a key equivalent to the secret-key in

O(n:iuﬂrl)

field operations with probability (1 — %) (1 — qnl,g,).

® 10

ntnu.no ﬁnki.uléi\m.mk S. S , A Polynomial-Time K. e Attack on MQQ C



Theoretical Complexities (C(n,r) = > v .o (V79)")

Table: Theoretical Key Recovery MQQ-ENC
(for claimed security of O(2!2%)).

2k k| n |r|d| Decryption | Key Recovery
1(256(8|8 225 256.3

4 [2]128|48 223 248.2

16 |4] 64 |28 221 240.3

256 (8| 32 |18 220 232.5

Table: Theoretical Key Recovery MQQ-SIG

Security | n |d || Key Recovery
280 11608 2508
296 19218 2529
2112 224 | 8 254.7
2128 1256 | 8 256-2 @ |O
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Experimental Results MQQ-ENC

2Kkl n |rld Key Key Recovery
Recovery Practical
Theoretical cycles sec dmax
21|64 [8(8 240.3 243.4 5421 3
201]96 |88 244.9 2478 111844 3
4 2] 64 4|8 240.3 243.7 6978 3
412|196 (48 244.9 2478 109258 3
412]128]418 2482 250.6 787214 3
16432 (2|8 232:5 234.7 14 3
16 |4| 48 |28 237.0 238.9 251 3
16[4| 64 |28 240.3 241.6 1783 3
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Experimental Results MQQ-SIG

nlrld Key Key Recovery
Recovery Practical
Theoretical cycles sec dmax
64 (328 2403 240.1 560 3
96 |48 |8 244.9 2432 4822 3
128 (64 |8 248.2 246.0 34376 3
160 (80 |8 2508 248.0 120882 3
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Conclusions

m MinRank - fundamental for MQ security
m Our attack

m Works over characteristic 2
m Works regardless of the number of removed equations




Conclusions

m MinRank - fundamental for MQ security
m Our attack

m Works over characteristic 2
m Works regardless of the number of removed equations

m Very hard to design a secure scheme based on an easily invertible
MQQ structure

m For any advancement
— deeper insights in quasigroup theory needed.




Thank you for listening!
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