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Showing experimentally that quantum computers 
are better than classical computers

by performing a task that can not be simulated 
on a classical computer

What does Quantum supremacy even mean?



What is

???
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Probabilistic
Turing 

Machine

Can there be a computational device
capable of efficiently simulating 
an arbitrary physical system?

Universal
Quantum
Computer

Deutsch ’85
Feynman ’82:

Certain “quantum” phenomena 
can not be efficiently simulated by a PTM

A computing device 
based on the principles of 

Quantum mechanics

The classical 
computer

The origins…



Bit – the unit of 
classical information

0 or 1

Qubit – the unit of 
quantum information

A combination of 0 and 1
vs

The qubit…

...
Measurement



What can we do using quantum computers?

• Everything that a classical computer can do!
• Can we do more?

Deutsch-Jozsa Algorithm

• Decide whether a function is constant or balanced



Deutsch-Jozsa Algorithm



Deutsch-Jozsa Algorithm

How many times do we need to use the oven in order to find out what it does?

2



Deutsch-Jozsa Algorithm

How many times do we need to use the oven in order to find out what it does?

1

• If we had a quantum oven….





More useful stuff we can do using quantum computers?

• Simulations of systems  
- in chemistry, physics, biology, medicine, finance

• Searching for the best solution of a problem

• Optimization

• Machine learning and AI

• … 

• The sky is the limit 



What does quantum supremacy mean to us…

Deutsch 
Universal quantum 
computer 1985

Deutsch-Jozsa
algorithm 
(exponential speedup)

1992

1994

Shor’s algorithm 
efficient quantum algorithm for 
Integer factorization problem & 
Discrete logarithm problem
(superpolynomial speedup)

1996
Grover's algorithm 
Searching an unsorted 
database (quadratic speedup)

October, 2019



How do we make this world secure? 

Image source: www.bandicoot.co.uk

2018 Global Digital reports
We Are Social and Hootsuite

DIGITAL 
SECURITYCRYPTOGRAPHY



Classical Classical

Quantum!

So what happens when we have big enough 
quantum computers ?

Shor’s algorithm:
RSA, DSA, ECC,
Diffie-Hellman key exchange 
All completely insecure!

Factor a 2048 bit number: < 1 second
(classically ~ 150,000 years)

Grover’s algorithm:
AES, hash functions, passwords
Not broken, but significant 
speedup!

Break a 8 character password of lowercase letters: < 5 days 
(classically ~ 4,13 years)



Quantum computers Digital securityvs



Classical Cryptosystems believed to be secure 
against quantum computer attacks 

Solution?

NIST PQ 
standardization process:
• NOT a competition
• 82 submissions
• Radboud involved in 8 ! (all in Round 2)

Timeline:
• Fall 2016 – call for proposals
• November 2017 – deadline for submissions
• January 2019 – second round candidates
• 2-4 years from now – results
• 2 years later – Draft standard ready
• Deployment ?

Post Quantum Cryptography!



Digital Security Group – Radboud University
involved in 8 Post Quantum Crypto candidates

KEMs

• Classic McEliece
- Code-based

Lattice based
• CRYSTALS-KYBER
• NTRU-HRSS-KEM
• New Hope 

- Implemented and tested by Google

• SIKE
- Isogeny-based

Signatures

• CRYSTALS-DILITHIUM
- Lattice based

• SPHINCS+
- Hash based 

• MQDSS
- [Chen, Hülsing, Rijneveld, S, Schwabe, 16]
- NIST candidate
- First provably secure MQ signature scheme
- Hard problem: Solving systems of quadratic 

equations (MQ problem)



Some final words

If computers that you build are quantum,
Then spies everywhere will all want ’em.
Our codes will all fail,
And they’ll read our email,
Till we get crypto that’s quantum, 
and daunt ’em.

Jennifer and Peter Shor

To read our E-mail, how mean
of the spies and their quantum 
machine;
be comforted though,
they do not yet know
how to factorize twelve or fifteen.

Volker Strassen

Thank you for listening!

?
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